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DESCRIPTION 



MULTIMEDIA-TYPE CONTENTS REPRODUCTION DEVICE AND REPRODUCTION 
METHOD, AND RECORDING MEDIUM HAVING STORED THEREON DATA USED FOR 
THE SAME 

BACKGROUND OF THE INVENTION 



1. FIELD OF INVENTION 

[0001] The present invention relates to a reproduction 

10 device and a reproduction method for contents protected by 
copyright, and a recording medium having recorded thereon data 
used for the same. More particularly, the present invention 
relates to a reproduction device and a reproduction method for 
multimedia- type contents protected by the copyright, and a 
15 recording medium having recorded thereon data for the same. 



2 . Description of Related Art 

[0002] In a conventional contents distribution system using 

Digital Rights Management (DRM) system, streaming- type contents 

20 such as music or a movie are primary objects for the distribution. 
For the streaming- type contents, a model (hereinafter referred 
to as a rights management model) to manage the copyright is already 
being established. Hereinafter, a reproduction procedure of the 
contents according to the conventional rights management model 

25 will be described. 



[0003] Initially, a procedure at a start of reproduction will 

be explained. First, a contents reproduction device determines 
whether or not a use of contents is possible by referring to a 
license associated with the contents. Here, a license is 
information required for a contents use, and information 
indicating a use condition for the contents. If it is determined 
that a use is possible, the reproduction device locks the license. 
Then, the reproduction device extracts a decryption key, of the 
contents, which is contained in the license. Next, the 
reproduction device uses the extracted decryption key to decrypt 
the contents, and reproduces the contents. 

[0004] Next, a procedure performed when terminating a 

reproduction will be described. First, the reproduction device 
updates content of the license in accordance with a use situation 
at an end of the reproduction. For example, the reproduction 
device reduces a remaining use time, or the like, thereby updating 
the contents of the license. Then, the reproduction device 
releases the license lock. 

[0005] As described above, the conventional reproduction 

device locks a license at a beginning of a reproduction, updates 
the license in accordance with a use situation and releases the 
lock at an end of the reproduction. Therefore, the license is 
updated each time contents are used to prevent illegal use of the 
contents . 
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BRIEF DISCLOSURE OF THE INVENTION 

[0006] In recent years, multimedia- type contents adopted 

5 for a DVD, besides streaming- type contents, are becoming an object 
for distribution through a network. If the conventional rights 
management model, as it is, is applied to deal with the 
multimedia- type contents, various problems may occur. 
[0007] Here, multimedia- type contents mean an integration 

10 of the conventional streaming- type contents such as a motion 
picture, and menu-type contents including a structured text or 
a still picture. With the multimedia- type contents, a transition 
from a menu screen to a main motion picture, or a simultaneous 
display on a screen of a main motion picture and related 

15 information can be achieved. 

[0008] For the multimedia- type contents, the menu-type 

contents such as a menu screen is realized by a structured text 
such as HTML (Hyper Text Markup Language) . For the menu-type 
contents realized by the structured text, a link between the menu 

20 screen and a plurality of still pictures is defined. Therefore, 
related information such as a plurality of still pictures are 
simultaneously displayed on the menu screen. 

[0009] If the conventional rights management model is 

applied to such multimedia- type contents, the licenses for a 
25 starting a reproduction, for a main motion picture, for a menu 



screen and a plurality of still pictures are all locked. This, 
therefore, causes a problem where a simultaneous display of a main 
picture and a related information screen is not realized, or 
pictures behind a first still picture cannot be displayed on the 
menu screen. 

[0010] Also, at an end of a reproduction, since all the 

licenses for a main motion picture, a menu screen and a plurality 
of still pictures are updated, a use condition is updated even 
for information not requiring the rights management, which, as 
a consequence, gives restriction on a use. 

[0011] This results from a data structure of rights 

management used for streaming- type contents being inadequate for 
the multimedia- type contents. 

[0012] Therefore, an object of the present invention is to 

provide an appropriate data structure for performing the rights 
management for the multimedia- type contents, and to further 
provide a recording medium having recorded thereon the data with 
the data structure, a reproduction device and a reproduction 
method for the data reproduction. 

[0013] To solve above-mentioned problem, the present 

invention has the following features. The present invention is 
a computer-readable recording medium having recorded thereon 
license data for permitting a computer to use contents data 
comprising a plurality of resources. The recording medium has 



also recorded thereon a license data including a resource-based 
use condition configuration structure, in which a use condition 
is set for the computer with respect to each of resources. 
[0014] Preferably, the recording medium has recorded 

thereon license data for permitting the computer to use, in 
accordance with the use condition, one of the resources, which 
corresponds to the use condition. 

[0015] Preferably, the recording medium has further 

recorded thereon license data containing an updateable use 
situation configuration structure for allowing the computer to 
register a use situation of at least one of the resources. 
[0016] Preferably, the plurality of resources each include 

at least one main resource whose use situation needs to be managed 
by the computer, and a plurality of sub resources whose use 
situations do not need to be managed by the computer. The use 
situation configuration structure is a data structure for causing 
the computer to set a use situation of the main resource. 
[0017] Preferably, the plurality of resources each include 

at least one main resource whose license needs to be locked when 
a use of the resource by the computer starts, and a plurality of 
sub resources whose license do not need to be locked. The 
resource-based use condition configuration structure has 
registered therein classification information indicating a use 
condition regarding the main resource or a use condition regarding 
a sub resource. The classification information is used for 



causing the computer to determine whether or not a license needs 
to be locked. 

[0018] Note that the present invention is a contents 

reproduction method for reproducing contents data containing a 
plurality of resources each using license data corresponding to 
the contents data. The plurality of resources each comprise at 
least one main resource including a main part of contents, a 
plurality of sub resources including related information 
associated with the main part of the contents, and have a feature 
to cause a license management device for managing license data 
to lock the license data corresponding to contents data to be 
reproduced only when a computer starts a reproduction of the main 
resource . 

[0019] Preferably, only when the computer terminates a 

reproduction of the main resource, the license management device 
is caused to release a lock of license data corresponding to the 
contents data to be reproduced, and to update use situation 
information within license data. 

[0020] Also, the present invention is a contents 

reproduction device for reproducing contents data containing a 
plurality of resources each using the license data corresponding 
to the contents data. The plurality of resources each include: 
at least one main resource of a main part of the contents; a 
plurality of sub resources containing related information 
associated with the main part of the contents; a license 
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management means for managing license data; a license lock means 
for causing the license management means to lock the license data 
corresponding to contents data to be reproduced, only when a 
computer starts to reproduce the main resource. 

[0021] Preferably, only when a computer terminates a 

reproduction of the main resource, the reproduction device 
further comprises a license lock releasing means to provide the 
license management means a report that the reproduction of the 
main resource is completed, and to cause the license management 
means to release a lock of the license data corresponding to the 
contents data to be reproduced, and to update use condition 
information within the license data. 

[0022] Further, the reproduction device comprises a 

plurality of resource reproduction sections for reproducing each 
resource . 

[0023] Preferably, the plurality of sub resources are 

encrypted. The plurality of resource reproduction sections each 
include a main resource reproduction section for reproducing a 
main source, and a sub resource reproduction section for 
reproducing the sub resource. The sub resource reproduction 
section may include a decryption section for decrypting a 
plurality of sub resources collectively, a cache section for 
temporarily storing the decrypted sub resources, and a decoding 
section for reproducing the sub resources by utilizing the 
decrypted sub resources stored in the cache section. 
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[0024] Preferably, at least the decryption section may be 

tamper resistant. 

[0025] Preferably, the plurality of sub resources are 

further compressed collectively. The decryption section may 
decrypt the plurality of sub resources, extract the compressed 
sub resources and temporarily store the sub resources in the cache 
section after the extraction and the decryption are completed. 

[0026] According to the present invention, since a use 

condition is set on a resource-base, it becomes possible for 
multimedia- type contents comprising a plurality of resources to 
set a use condition per each resource. As a result, the present 
invention is able to, and does, provide a recording medium having 
recorded thereon data with the data structure appropriate for the 
rights management of the multimedia- type contents, a reproduction 
device and a reproduction method for reproducing the data. 
[0027] Also, according to the present invention, since use 

situation for only a part of resources is registered rather than 
use situation for all the resources is registered, for the 
resources not requiring rights management, use situation does not 
need to be managed. Especially, only for a main resource 
including a main part of contents, a use condition is registered 
and its rights management is performed. 

[0028] Also, according to the present invention, a license 

is locked only when a main resource is reproduced, which enables 



a simultaneous reproduction of the main resource and a sub 
resource . 

[0029] Further, according to the present invention, a 

license lock is released only when a reproduction of the main 
resource is terminated, which enables only the reproduction 
outcome of the main resource to be reflected on an update of license 
data . 

[0030] Additionally, according to the present invention, 

since a plurality of sub resources are decrypted, cached and 
reproduced using the cached sub resources, the process involved 
in contents reproduction is lightened. 

[0031] Furthermore, by making the decryption section tamper 

resistant, leakage of a contents key can be prevented. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0032] [FIG. 1] FIG. 1 is a diagram showing an entire 

configuration of a rights management system according to a first 
embodiment of the present invention. 

[FIG. 2] FIG. 2 is a block diagram showing a functional 
configuration of an application 1. 

[FIG. 3] FIG. 3 is a diagram showing a data structure 
of an application reproduction request message. 

[FIG. 4] FIG. 4 is a diagram showing a data structure 
of an application termination request message. 

[FIG. 5] FIG. 5 is a block diagram showing a functional 
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configuration of a renderer 2 . 

[FIG. 6] FIG. 6 is a diagram showing a data structure 
of a renderer reproduction request message. 

[FIG. 7] FIG. 7 is a diagram showing a data structure 
5 of a renderer termination request message. 

[FIG. 8] FIG. 8 is a diagram showing a data structure 
of use outcome information. 

[FIG. 9] FIG. 9 is a block diagram showing a functional 
configuration of a motion picture renderer 22 . 
10 [FIG. 10] FIG. 10 is a block diagram showing a 

functional configuration of an HTML/still picture renderer 23. 

[FIG. 11] FIG. 11 is a block diagram of a functional 
configuration of a DRM client 3. 

[FIG. 12] FIG. 12 is a diagram showing a data structure 
15 of a license. 

[FIG. 13] FIG. 13 is a diagram showing a data 
configuration of a client reproduction response message. 

[FIG. 14] FIG. 14 is a diagram showing a data 
configuration of renderer use condition information. 
20 [FIG. 15] FIG. 15 is a flowchart showing an operation 

of the application 1 when the application 1 makes a request for 
a contents reproduction to the renderer 2. 

[FIG. 16] FIG. 16 is a flowchart showing an operation 
of the renderer 2 when there is a reproduction request from the 
25 application 1. 



11 



[FIG. 17] FIG. 17 is a flowchart showing an operation 
of the DRM client when there is a reproduction request to the DRM 
client 3 from the renderer 2. 

[FIG. 18] FIG. 18 is a flowchart showing an operation 
5 of the application 1 when the application makes a request for a 
control of a contents reproduction to the renderer 2. 

[FIG. 19] FIG. 19 is a flowchart showing an operation 
of the renderer 2 when there is a reproduction control request 
from the application 1. 
10 [FIG. 20] FIG. 20 is a flowchart showing an operation 

of the application 1 when the application 1 makes request for a 
termination of a contents reproduction to the renderer 2 . 

[FIG. 21] FIG. 21 is a flowchart showing an operation 
of the renderer 2 when there is a reproduction termination request 
15 from the application 1 or when contents are reproduced until an 
end . 

[FIG. 22] FIG. 22 is a flowchart showing an operation 
of the DRM client 3 when there is a termination request from the 
renderer 2 . 

20 

DETAILED DESCRIPTION OF THE INVENTION 

[0034] FIG 1 is a diagram showing an entire configuration 

of a rights management system according to a first embodiment of 
the present invention . According to FIG . 1, the rights management 
25 system comprises an application 1, a renderer 2 and a DRM client 
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3. The rights management system shown in FIG. 1 may be realized 
by a single computer device or by a plurality of computer devices. 

[0035] According to the present embodiment, contents are 

encrypted. To reproduce the encrypted contents, a license is 
required. The license contains a contents key to decrypt the 
encrypted contents, and a condition upon which a contents use is 
permitted. A contents reproduction is achieved by decrypting the 
contents by using the contents key contained in the license. 

[0036] Multimedia- type contents used in the present 

embodiment include at least one main resource and a plurality of 
sub resources . The main resource is, for example, streaming- type 
contents containing motion picture of a main part, or the like. 
A sub resource is contents such as a menu screen defined by a 
structured text such as HTML, a plurality of still pictures linked 
to the menu screen, a plurality of still pictures or a text used 
as related information, and motion picture image. That is, a sub 
resource includes related information associated with to the main 
part. According to the present embodiment, for a easier 
understanding, the main resource is described as main part images, 
and the sub resource is described as related information 
associated with the main part, but the present embodiment is not 
restricted thereto if multimedia- type contents are divided into 
a main resource and a sub resource. 

[0037] In the following descriptions, a simple reference to 

^contents" inclusively means a main resource contents and sub 



resource contents. The contents are stored in a recording device 
(not shown) such as a hard disk, or the like. Hereinafter, a 
section in which the contents are stored is referred to as a 
contents storing section. An illustration of the contents 
storing section is omitted. The contents storing section exists 
inside a computer system, which realizes the application 1, the 
renderer 2 and the DRM client 3. In a case where a main resource 
and a sub resource are multiplexed into contents to be transmitted 
by the Carousel method, the contents need not be stored in the 
contents storing section. 

[0038] The application 1 causes the renderer 2 to reproduce 

the contents stored in the contents storing section, thereby 
executing a required process. The application 1 is realized by 
a computer device executing a program, or the like, to realize 
the required process. 

[0039] When the application 1 is required to reproduce the 

contents stored in the contents storing section, the application 
1 transmits to the renderer 2 a message (hereinafter referred to 
as an application reproduction request message: see FIG. 3 below) 
requesting the contents reproduction to start. Also, when the 
application 1 is required to control the contents reproduction 
such as pausing, fast-forwarding and rewinding, the application 
1 transmits to the renderer 2 a message (hereinafter referred to 
as a reproduction control message) requesting the contents 
reproduction to be controlled. Furthermore, when the 
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application 1 is required to terminate the contents reproduction, 
the application 1 transmits to the renderer 2 a message 
(hereinafter referred to as an application termination request 
message: see FIG. 4 below) requesting the contents reproduction 
to be terminated. 

[0040] The renderer 2 is a device for contents reproduction, 

which responds to a request from the application 1. The renderer 
2 is realized by a computer device executing a program, or the 
like, to reproduce contents. The computer device used for the 
renderer 2 may be the identical or a different computer device 
the application 1 uses. 

[0041] In the case of receiving the application reproduction 

request message from the application 1, the renderer 2 transmits 
to the DRM client 3 a message (hereinafter referred to as a renderer 
reproduction request message; see FIG. 6 below) requesting a 
transmission of a contents key, which is required for a contents 
reproduction. The renderer 2 receives the contents key from the 
DRM client 3 when the DRM client responds to the renderer 
reproduction request message. The renderer 2 decrypts the 
contents using the contents key, and reproduces the contents. 
When the contents reproduction starts, the renderer 2 transmits 
to the application 1 a message (hereinafter referred to as a 
renderer reproduction response message) indicating a control 
outcome . 

[0042] When a control request message is transmitted from 



the application 1, the renderer 2 controls the contents 
reproduction and transmits to the application 1 a message 
(hereinafter referred to as a control response message) 
indicating a control outcome. 

[0043] When an application termination request message is 

transmitted from the application 1, the renderer 2 terminates the 
contents reproduction, transmits to the DRM client 3 a message 

(hereinafter referred to as a renderer termination request 
message: see FIG. 7 below) requesting the information related to 
a license to be updated, and transmits to the application 1 a 
message (renderer termination response message) indicating the 
outcome of the termination procedure. 

[0044] The DRM client 3 is a device for storing a license 

and managing the license. The DRM client 3 determines whether 
or not to permit a contents reproduction, and updates the license. 
The DRM client 3 is realized by a computer device executing a 
program, or the like, to determine whether or not to permit a 
contents reproduction, and to update the license. The computer 
device used for the DRM client 3 may be the identical or a different 
computer device the application 1 and/or the renderer 2 use. 
[0045] When the renderer reproduction request message is 

transmitted from the renderer 2, the DRM client 3 determines 
whether an object for the requested reproduction is a main 
resource or a sub resource, locks a license if the object is a 
main resource. The DRM client does not lock a license if the 
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object is a sub resource. If the license is already locked, 
neither the renderer 2 nor another renderer is allowed to 
reproduce the contents using the locked license. Also, when the 
license is already locked, the computer device is not allowed to 
transfer the locked license to another terminal or to a recording 
medium. The DRM client 3 has not only a license but also a flag 
to indicate whether or not the license is locked. The flag has 
a value of 0 or 1. 0 indicates a status where a license is not 
locked. 1 indicates a status where a license is locked. 
Initially, the flag is set as 0. When locking a license, the DRM 
client 3, upon confirming that the flag value is 0, sets it as 
1. If the flag has been already set as 1, since the license is 
already locked, a contents reproduction or a license transfer 
using the license is not permitted. When a license use is 
terminated, the renderer 2 informs the DRM client 3 that the 
license use is terminated. In respond thereto, the DRM client 
3 sets the flag as 0. It is important to note that a method for 
locking a license is not limited to the method described above, 
which is merely an example, and any other commonly known methods 
for locking a license may be employed. 

[0046] The DRM client 3 acquires a contents key corresponding 

to a reproduction request and transmits the contents key to the 
renderer 2. Hereinafter, a message for transmitting a contents 
key is referred to as a client reproduction response message (see 
FIG. 13 below) . 
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[0047] When a renderer termination request message is 

transmitted from the renderer 2, the DRM client 3 updates a use 
condition of a license, releases the lock, and transmits to the 
renderer 2 a message (hereinafter referred to as a client 
5 termination response message) reporting that the reproduction is 
terminated . 

[0048] Hereinafter, for a concise description, the 

application 1, the renderer 2 and the DRM client 3 will be described 
as if they are realized by separate computer devices. However, 

10 the application 1, the renderer 2 and the DRM client 3 may be 
realized as a software by causing a single general purpose CPU 
to execute a program for realizing the respective operations or 
as a hardware. That is, if the application 1, the renderer 2 and 
the DRM client 3 are realized so as to have functions as described 

15 below, they may be realized by software or hardware. 

[0049] FIG. 2 is a block diagram showing a functional 

configuration of the application 1. In FIG. 2, the application 
1 includes a reproduction start request section 11, a reproduction 
control request section 12, a reproduction termination request 

20 section 13 and a control section 14. 

[0050] The control section 14 controls an entire operation 

of the application 1. The control section 14 determines whether 
to start a contents reproduction, to control a contents 
reproduction or to terminate a contents reproduction, and gives 

25 an instruction to each of the reproduction start request section 
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11, the reproduction control request section 12 and the 
reproduction termination request section 13 to transmit a message 
accordingly with the determination outcome. 

[0051] When a contents reproduction is required, the 

reproduction start request section 11 generates an application 
reproduction request message, and transmits the application 
reproduction request message to the renderer 2. 
[0052] FIG. 3 is a diagram showing a data structure of the 

application reproduction request message. The application 
reproduction request message contains a contents URI, a license 
ID and a resource ID. Here, the contents URI means a URI (Uniform 
Resource Identifier) identifying a location where the contents 
of the reproduction object are stored. The license ID means an 
identifier for identifying the contents license of the 
reproduction object. The resource ID means an identifier for 
identifying a resource of a reproduction object. 
[0053] The reproduction start request section 11, after 

transmitting the application reproduction request message, 
receives the renderer reproduction response message replied from 
the renderer 2, analyzes the contents and reports the analysis 
outcome to the control section 14. 

[0054] When a control for a contents reproduction is required, 

the reproduction control request section 12 generates a control 
request message and transmits the message to the renderer 2. The 
control request message contains a license ID and control 
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information. Here, the license ID means a license ID of a resource 
being reproduced. The control information means the control 
contents indicating a manner in which a reproduction is performed. 
After transmitting the control request message, the reproduction 
start request section 11 receives a control response message 
replied from the renderer 2, analyzes the contents and reports 
the analysis outcome to the control section 14. 
[0055] When a termination for a contents reproduction is 

required, the reproduction termination request section 13 
generates an application termination request message and 
transmits the message to the renderer 2. 

[0056] FIG. 4 is a diagram showing a data structure of the 

application termination request message. The message contains 
a license ID of a resource that is being reproduced. The 
reproduction termination request section 13 receives, after 
transmitting the application termination request message, a 
renderer termination response message replied from the renderer 
2, analyzes the contents and reports the analysis outcome to the 
control section 14. 

[0057] FIG. 5 is a block diagram showing a functional 

configuration of the renderer 2. In FIG. 5, the renderer 2 
comprises a control section 21, a motion picture renderer 22 and 
an HTML/still picture renderer 23. The control section 21 
includes a reproduction start control section 24, a reproduction 
control section 25 and a reproduction termination control section 



20 



26. Note, although the motion picture renderer 22 and the 
HTML/still picture renderer 23 are set within the renderer 2 here, 
the motion picture renderer 22 and the HTML/still picture renderer 
23 may be set outside the renderer 2, or either one of the motion 
picture renderer 22 or the HTML/still picture renderer 23 may be 
set inside the renderer 2. 

[0058] When the application reproduction request message is 

transmitted from the application 1, the reproduction start 
control section 24 analyzes the contents, generates a renderer 
reproduction request message, and transmits the message to the 
DRM client 3. 

[0059] FIG. 6 is a diagram showing a data structure of the 

renderer reproduction request message. The renderer 

reproduction request message contains a license ID and a resource 
ID. The license ID and the resource ID contained in the renderer 
reproduction request message are identical to those contained in 
the application reproduction request message. 

[0060] The reproduction start control section 24, after 

transmitting the renderer reproduction request message, receives 
a client reproduction response message replied from the DRM client 
3, and acquires a resource classification, a contents key and a 
use condition of a renderer. The reproduction start control 
section 24 determines whether the resource is a motion picture, 
HTML or a still picture. To have the resource decrypted and 
reproduced, if the resource is a motion picture, the reproduction 
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start control section 24 gives the contents key and the use 
condition of the renderer to the motion picture renderer 22, and, 
if the resource is either HTML or a still picture, the reproduction 
start control section 24 gives the contents key and the use 
condition of the renderer to the HTML/still picture renderer 23. 
Then, the reproduction start control section 24 generates a 
renderer reproduction response message and transmits the message 
to the application 1. It is important to point out that if the 
resource is a sub resource, even when the resource is a motion 
picture, neither a license lock nor a license update at an end 
of the reproduction is to be performed. 

[0061] When a control request message is transmitted from 

the application 1, the reproduction control section 25 analyzes 
the contents, controls the contents reproduction, generates a 
control response message and transmits the control response 
message to the application 1. 

[0062] When the application termination request message is 

transmitted from the application 1, the reproduction termination 
control section 26 analyzes the contents and causes the motion 
picture renderer 22 or the HTML/still picture renderer 23 to 
terminate a contents reproduction. In a case where the contents 
of the termination object are a main resource, the reproduction 
termination control section 26 acquires a use condition of the 
contents, which is managed by the motion picture renderer 22, 
generates a renderer termination request message, and transmits 



the renderer termination request message to the DRM client 3 to 
request a license update. 

[0063] FIG. 7 is a diagram showing a data structure of the 

renderer termination request message. The renderer termination 
request message contains a license ID and use outcome information . 
Here, the license ID is identical to the license ID specified for 
the application termination request message. The use outcome 
information is information indicating a manner in which 
reproduced contents are to be used. 

[0064] FIG. 8 is a diagram showing a data structure of the 

use outcome information. The use outcome information contains 
a flag indicating whether or not contents are to be used, and a 
period for which the contents are used. 

[0065] In a case where contents of the termination object 

are a sub resource, the reproduction termination control section 
26 causes the HTML/still picture renderer 23 to terminate the 
reproduction without generating a renderer termination request 
message . 

[0066] The motion picture renderer 22 decrypts a main 

resource and then reproduces the main resource. FIG. 9 is a block 
diagram showing a functional configuration of the motion picture 
renderer 22. In FIG. 9, the motion picture renderer 22 includes 
a decryption section 221, a decoding section 222 and a use 
situation management section 223. The motion picture renderer 
22 is required to operate at a high speed since the motion picture 
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renderer 22 needs to decrypt a main resource in order to reproduce 
the main resource. Therefore, the motion picture renderer 22 may 
be realized by a hardware dedicated thereto. 

[0067] Using a contents key given by the reproduction start 

5 control section 24, the decryption section 221 decrypts a main 
resource and sends the decrypted resource to the decoding section 
222. The decoding section 222 reproduces the main resource 
decrypted by the decryption section 221. An illustration of a 
process in which the decryption section 221 acquires contents from 
10 the contents storing section is omitted (the illustration of 
contents acquisition from the contents storing section by another 
section is also omitted) . 

[0068] Further, the decryption section 221 registers 

information regarding a use situation of contents in the use 

15 situation management section 223. Here, the information 
regarding the use situation of contents, which is to be registered, 
is information regarding whether or not contents are used 
(decrypted) , and a period of time for which the contents are used. 
The use situation management section 223 stores a use situation 

20 of a main resource in accordance with the instruction from the 
decryption section 221. 

[0069] The HTML/still picture renderer 23 decrypts a sub 

resource and then reproduces the sub resource. FIG. 10 is a block 
diagram showing a functional configuration of the HTML/still 
25 picture renderer 23. In FIG. 10, the HTML/still picture renderer 
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23 includes a decryption section 231, a decoding section 232 and 
a cache section 233. 

[0070] The decryption section 231 decrypts a sub resource 

using a contents key sent by the reproduction start control 
5 section 24, and stores the decrypted sub resource in the cache 
section 233. A sub resource such as a menu screen is structured 
data such as HTML, and thus is normally related to tens to several 
hundreds of PNG (Portable Network Graphics) files or the like, 
such as a button . Under the situation mentioned above, performing 

10 a DRM operation and decryption operation for each related file 
increases an operational burden for the application, renderer and 
DRM client. Further, due to an augmentation in the length and 
the size of download files and a resource list for a DRM information 
file, inefficient access to a resource may occur. Therefore, 

15 according to the present embodiment, all the sub resources 
comprising multimedia contents are Zip-compressed, or the like, 
and are then encrypted. This means that according to the present 
embodiment, multimedia contents contain a main resource and all 
the sub resources (hereinafter referred to as an EZP file) that 

20 are Zip-compressed, both of which are encrypted. Therefore, the 
decryption section 231 decrypts the EZP file contained in the 
multimedia contents, extracts the EZP file, and then temporarily 
stores all the sub resources, which are extracted, in the cache 
section 233. 

25 [0071] The decoding section 232 acquires the decrypted sub 
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resources stored in the cache section 233 for reproduction. Since 
each sub resource is a structured data such as HTML, the decoding 
section 232 is typically realized by a software such as a browser. 
[0072] FIG. 11 is a block diagram showing a functional 

5 configuration of the DRM client 3. In FIG. 11, the DRM client 
3 includes a license storing section 31, a control section 32, 
a reproduction request reception section 33, a termination 
request reception section 34, a use condition determination 
section 35 and a use situation update section 36. 

10 [0073] The license storing section 31 is a recording medium 

for storing a license. FIG. 12 is a diagram showing a data 
structure of a license. As shown in FIG. 12, the license contains 
license information and use situation information. 
[0074] In the license information, a use condition for each 

15 resource is set in units per resource. The license information 
includes a license ID, a validity period, an ID of a user to be 
permitted and use condition information. The license ID is an 
identifier of the license . The validity period indicates a period 
of time in which the license is valid. The ID of a user to be 

20 permitted is an identifier of a user granted with the license. 
The use condition information indicates a condition for using the 
license . 

[0075] The use condition information includes common 

condition information, main resource use condition information, 
25 and a sub resource use condition information group containing at 



least one sub resource use condition information. 
[0076] The common condition information indicates a common 

condition between a main resource and a sub resource. The common 
condition includes information related to a country in which the 
contents use is permitted, information related to limitation on 
analogue output as a renderer use condition, information related 
to whether or not quality conversion during a reproduction is 
permitted, and the like. The main resource use condition 
information indicates a condition for when a main resource is 
used . 

[0077] The main resource use condition information includes 

a contents ID, a resource ID, a contents key, a use-enabled period, 
a use-enabled relative period, a number of use-enabled times and 
a use-enabled time. Here, the contents ID indicates a URI of 
contents corresponding to a license. The resource ID is an 
identifier of the main resource. According to the present 
embodiment, different sequences are employed between the main 
resource use condition information and the sub resource use 
condition information. Therefore, by referring to a sequence by 
which a resource ID is stored, a main resource and a sub resource 
can be distinguished from one another. The contents key is a key 
to decrypt a main resource. The use-enabled period indicates a 
last day of the period in which a use of a main resource is permitted. 
The use-enabled relative period indicates a condition such as the 
number of days in which a use is permitted beginning from an initial 
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day. By referring to a use time and date contained in the use 
situation information described below, it can be determined 
whether or not a current use time and date exceeds the use-enabled 
relative period. The number of use-enabled times indicates a 
maximum number of times a main resource may be used. The 
use-enabled time indicates a maximum period of time a main 
resource may be used. 

[0078] The sub resource use condition information includes 

a contents ID, a resource ID, a contents key and reference 
information. Here, the contents ID indicates a URI of contents 
corresponding to a license. The resource ID indicates an 
identifier of a sub resource. The contents key is a key for 
decrypting the sub resource. In the reference information, 
information indicating whether or not to refer to a use condition 
of a main resource is stored. In the case where it is specified 
in the reference information that use condition information of 
the main resource needs to be referred to, a sub resource may use 
contents if the sub resource satisfies the main resource use 
condition. Such reference information is provided so that, when 
a use of a main resource becomes impossible, a use of a sub resource 
becomes impossible simultaneously. For a sub resource, which is 
required to be used, the reference information specifies that the 
use condition of the main resource needs not be referred to even 
after a use of a main resource becomes impossible. 
[0079] The use situation information is an updateable area. 



28 



In the use situation information, the past use situation of 
contents (information indicating a degree to which contents are 
used) is stored. Specifically, the use situation information 
includes a use time and date, a number of times used, and a use 
time. The use time and date indicates a first time and date when 
contents are used. The number of times used indicates a total 
number of times contents are used in the past. The use time 
indicates a total time for which contents are used in the past. 
[0080] The reproduction request reception section 33 

receives a renderer reproduction request message from the 
renderer 2, and provides the control section 32 with a license 
ID and a resource ID specified by the renderer reproduction 
request message. In response thereto, the control section 32 
determines, based on a sequence the resource ID is stored, whether 
the resource corresponding to the resource ID is a main resource 
or a sub resource. In the case of a main resource, the control 
section 32 locks a license, acquires a corresponding contents key 
from the license storing section 31, causes the use condition 
determination section 35 to generate a renderer use condition, 
generates a client reproduction response message and causes the 
reproduction request reception section 33 to transmit the client 
reproduction response message to the renderer 2. Contrarily, in 
the case of a sub resource, the control section 32, without locking 
a license, acquires a contents key from the license storing 
section 31, causes the use condition determination section 35 to 
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generate a renderer use condition, generates a client 
reproduction response message, and causes the reproduction 
request reception section 33 to transmit the client reproduction 
response message to the renderer 2. 
5 [0081] FIG. 13 is a diagram showing a data structure of the 

client reproduction response message. The client reproduction 
response message includes a resource classification, a contents 
key and renderer use condition information. The resource 
classification is information indicating a main resource or a sub 
10 resource . The contents key is a key for decrypting a main resource 
or the sub resource. The renderer use condition information 
indicates a condition for decryption performed by the renderer 
2. 

[0082] FIG. 14 is a diagram showing a data structure of the 

15 renderer use condition information. The renderer use condition 
information is set with a time upto an expiry period, information 
indicating whether or not quality conversion during a 
reproduction is permitted, information indicating whether or not 
to give a limitation on an analogue output, a total time in which 
20 a use of contents is permitted, and information indicating whether 
or not there is a limitation given to the number of times used. 
[0083] The termination request reception section 34 

receives a renderer termination request message from the renderer, 
and provides the control section 32 with a license ID and use 
25 outcome information specified by the message. In response 
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thereto, the control section 32 supplies the use outcome 
information to the use situation update section 36 to cause the 
use situation update section 36 to determine a manner in which 
the use situation information of the license stored in the license 
5 storing section 31 is updated, and, based on the determination 
outcome, updates the use situation information of the license 
stored in the license storing section 31. Then, the control 
section 32 generates a client termination response message and 
causes the termination request reception section 34 to transmit 

10 the message to the renderer 2. 

[0084] FIG. 15 is a flowchart showing an operation of the 

application 1 when the application 1 makes a request to the 
renderer 2 for a contents reproduction. Hereinafter, an 
operation of the application 1 when the application 1 makes a 

15 request for a contents reproduction will be described with 
reference to FIG. 15. 

[0085] First, the reproduction start request section 11 of 

the application 1 acquires a URI of the contents that are 
reproduction object, from the contents storing section where the 

20 contents are stored (step S101). Next, the reproduction start 
request section 11 acquires a license ID and a resource ID each 
corresponding to the contents from the contents storing section 
(step S102). Then, the reproduction start request section 11 
generates an application reproduction request message by using 

25 the contents URI, the license ID and the resource ID, all of which 
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are acquired in the aforementioned step (step S103), transmits 
the application reproduction request message to the renderer 2 
(step S104), and ends the process. 

[0086] FIG. 16 is a flowchart showing an operation of the 

renderer 2 when there is a reproduction request from the 
application 1. Hereinafter, the operation of the renderer 2 when 
there is a reproduction request from the application 1 will be 
described with reference to FIG. 16. 

[0087] First, the reproduction start control section 24 of 

the renderer 2 analyzes an application reproduction request 
message transmitted from the application 1, and acquires a license 
ID and a resource ID (step S201) . Next, the reproduction start 
control section 24, by using the acquired license ID and the 
resource ID, generates a renderer reproduction request message 

(step S202), and transmits the renderer reproduction request 
message to the DRM client 3 (step S203) . 

[0088] Next, the reproduction start control section 24 

receives a client reproduction response message transmitted from 
the DRM client 3 (step S204), and acquires a contents key (step 

5205) . Then, the reproduction start control section 24 
determines, by referring to a resource classification contained 
in the client reproduction response message, whether the acquired 
contents key is for a main resource or for a sub resource (step 

5206) . 

[0089] When the contents key is for a main resource, the 
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reproduction start control section 24 transmits the acquired 
contents key to the motion picture renderer 22. Upon receiving 
the contents key, the motion picture renderer 22 acquires contents 
from the contents storing section, decrypts the contents using 
5 the contents key, starts a reproduction (step S206) , and advances 
to step S208. 

[0090] On the other hand, when the contents key is for a sub 

resource, the decoding section 232 of the HTML/still picture 
renderer 23 makes a request to the decryption section 231 for a 

10 decryption of an EZP file (step S209) . In response thereto, the 
decryption section 231 acquires the EZP file from the contents 
storing section and decrypts the EZP file using the contents key 
acquired in step S205 (step S210) . Next, the decryption section 
231 extracts the decrypted EZP file (step S211) . Thereby, all 

15 the sub resources such as the HTML file and the PNG file contained 
in the EZP file are extracted. Next, the decryption section 231 
stores each extracted file in the cache section 233 (step S212) . 
Thereafter, the decoding section 232 acquires each file stored 
in the cache section 233, displays the sub resources (step S213) , 

20 and advances to step S208 . Each extracted file stored in the cache 
section 233 is, after a predetermined period of time, subject to 
be deleted by the decoding section 232 . If there is a reproduction 
request from the application 1 after the sub resources stored in 
the cache section 233 are deleted, the decryption section 231 

25 performs the operations of steps S209 through S213 again. On the 
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other hand, when a sub resource is stored in the decoding section 
232, the decryption section 231 omits the operations of steps S209 
through S213 . 

[0091] In step S208, the reproduction start control section 

5 24 generates a renderer reproduction response message containing 
an outcome related to a starting a reproduction. During the step, 
the reproduction start control section 24 creates, when a contents 
key is acquired and the contents reproduction is begun properly, 
a renderer reproduction response message reporting of success of 

10 the reproduction. Contrarily, if acquisition of the contents key 
fails and thereby the contents reproduction does not start 
successfully, the reproduction start control section 24 generates 
a renderer reproduction response message reporting of failure of 
the reproduction. 

15 [0092] Then, the reproduction start control section 24 

transmits the generated renderer reproduction response message 
to the application 1 (step S2 14 ) and ends the process . In response 
thereto, the application 1 appreciates whether or not the 
reproduction has been performed. 

20 [0093] FIG. 17 is a flowchart showing an operation of the 

DRM client when there is a reproduction request from the renderer 
2 to the DRM client 3. Hereinafter, the operation of the DRM 
client 3 when there is a reproduction request from the renderer 
2 will be described with reference to FIG. 17. 

25 [0094] First, the reproduction request reception section 33 
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of the DRM 3 receives a renderer reproduction request message 
(step S301). Next, the reproduction request reception section 
33 analyzes the received renderer reproduction request message, 
and provides the control section 32 with a license ID and a resource 
5 ID contained in the message (step S302) . 

[0095] Next, the control section 32 determines whether a 

resource corresponding to the provided resource ID is a main 
resource or a sub resource (step S303) . In the case of a sub 
resource, the control section 32 advances, without locking a 
10 license, to an operation of step S306. On the other hand, in the 
case of a main resource, the control section 32 determines whether 
or not a license is locked (step S304) . 

[0096] In step S304, in the case where it is determined that 

the license is locked, the control section 32 advances to an 

15 operation of step S311 without acquiring a contents key, generates 
a client reproduction response message reporting that the license 
is locked, and advances to an operation of step S310 . On the other 
hand, in a case where it is determined that the license is not 
locked, the control section 32 locks the license (step S305) and 

20 determines whether or not a use of the license is possible (step 
S306) . 

[0097] To determine whether or not a use of a license is 

possible, a use time and date, a number of times used, and a use 
time of the use situation information stored in the license may 
25 be compared with a use-enabled period, the number of use-enabled 
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times and a use-enabled time stored in a main resource use 
condition information. For example, regarding whether or not a 
use of a main resource is possible, if a use time and date exceeds 
a use-enabled period, the control section 32 determines that a 
use of the main resource is not possible. Also, if a number of 
times used exceeds a number of use-enabled times, the control 
section 32 determines that a use of a license is not possible. 
If a use time exceeds a use-enabled time, the control section 32 
determines that a use of the license is not possible. Regarding 
whether or not a use of a sub resource is possible, if it is 
specified in reference information that main resource use 
condition information needs to be referred to, the control section 
32 determines whether or not a use of a license is possible by 
comparing specified use condition information with use situation 
information of the main resource. On the other hand, if it is 
not specified in the reference information that main resource use 
condition information needs to be referred to, the control section 
32 determines that a use of the license is possible. 
[0098] If it is determined in step S306 that a use of a license 

is not possible, the control section 32 advances to an operation 
of step S309 without acquiring a contents key. On the other hand, 
if it is determined that a use of a license is possible, the control 
section 32 advances to an operation of step S307. 
[0099] In step S307, the control section 32 acquires a 

contents key corresponding to the resource ID from the license 
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storing section 31. Next, the control section 32 generates a 
renderer use condition (step S308) and advances to an operation 
of step S309. The control section 32, by comparing use situation 
information with main resource use condition information, both 
5 of which are stored in the license, calculates a time up to an 
end of a validity period, a total amount of time for the contents 
use (remaining time) and the remaining number of times used so 
as to determine whether or not a limitation is given to the number 
of times used. Further, the control section 32 determines, with 

10 referring to the common information, whether or not quality 
conversion during a reproduction is permitted and a limitation 
on an analogue output is given to create a renderer use condition. 
[0100] In step S309, the control section 32 creates a client 

reproduction response message containing the acquired contents 

15 key and the generated renderer use condition. In response thereto, 
the reproduction start control section 24 transmits the created 
client reproduction response message to the renderer 2 (step S310) , 
and ends the process. 

[0101] FIG. 18 is a flowchart showing an operation of the 

20 application 1 when the application 1 makes a request to the 
renderer 2 for a control of a contents reproduction. Hereinafter, 
the operation of the application 1 when the application 1 makes 
a request for a control of a contents reproduction will be 
described with reference to FIG. 18. 
25 [0102] First, the reproduction control request section 12 
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of the application 1 acquires a license ID corresponding to 
contents of a reproduction object (step S401). Next, the 
reproduction control request section 12 generates a control 
request message containing the information indicating the 
5 acquired license ID and the control contents (step S402), 
transmits the control request message to the renderer 2 (step 
S403) , and ends the process. 

[0103] FIG. 19 is a flowchart showing an operation of the 

renderer 2 when there is a reproduction control request from the 
10 application 1. Hereinafter, the operation of the renderer 2 when 
there is a reproduction control request will be described with 
reference to FIG. 19. 

[0104] First, the reproduction control section 25 of the 

renderer 2 analyzes the contents of the received control request 

15 message to recognize a resource of the control object and the 
substance of control (e.g., a pause, a fast-forward, a rewind, 
etc) (step S501) . Next, the reproduction control section 25 of 
the renderer 2 sends an instruction to the motion picture renderer 
22 or to the HTML/still picture renderer 23, both of which are 

20 reproducing the resource of the recognized control object, to 
control the reproduction based on the recognized control contents 
(step S502). In response thereto, the motion picture renderer 
22 or the HTML/still picture renderer 23 controls the contents 
reproduction . 

25 [0105] Next, the reproduction control section 25 generates 
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a control response message indicating an outcome regarding the 
reproduction control (step S503) , transmits the control response 
message to the application 1 (step S504), and ends the process. 
[0106] FIG. 20 is a flowchart showing an operation of the 

5 application 1 when the application 1 makes a request to the 
renderer 2 for a termination of a contents reproduction. 
Hereinafter, the operation of the application 1 when the 
application 1 makes a request for a termination of a contents 
reproduction will be described with reference to FIG. 20. 

10 [0107] First, a reproduction termination request section 13 

of the application 1 acquires, by referring to the contents 
storing section, a license ID corresponding to contents of a 
reproduction termination object (step S601) . Next, the 
reproduction termination request section 13 generates an 

15 application termination request message including the acquired 
license ID (step S602), transmits the application termination 
request message to the renderer 2 (step S603), and ends the 
process . 

[0108] FIG. 21 is a flowchart showing an operation of the 

20 renderer 2 when there is a reproduction termination request from 
the application 1, or when contents are reproduced until an end. 
Hereinafter, the operation of the renderer 2 when there is a 
reproduction termination request or when contents are reproduced 
until an end will be described with reference to FIG. 21. 
25 [0109] First, a reproduction termination control section 26 



of the renderer 2 receives an application termination request 
message from the application 1, analyzes the contents (step S701) 
and terminates a reproduction of contents corresponding to a 
specified license ID (step S702) . At this time, the reproduction 
termination control section 26 sends an instruction to the motion 
picture renderer 22 or the HTML/still picture renderer 23 to 
terminate the reproduction. If the reproduction is carried out 
until an end, operations of the steps S701 and S702 are omitted. 
[0110] Next, the reproduction termination control section 

26 determines whether the contents, whose reproduction is 
terminated, are a main resource or a sub resource (step S703) . 
In the case of a sub resource, the reproduction termination 
control section 26 advances to an operation of step S707. On the 
other hand, in the case of a main resource, the reproduction 
termination control section 26 advances to an operation of step 
S704 . 

[0111] In step S704, the reproduction termination control 

section 26 deletes the contents key of the terminated contents. 
Next, the reproduction termination control section 26 determines, 
based on information stored in the use situation management 
section 223, whether or not the contents has been used, calculates 
a time in which the contents are used, and generates use outcome 
information (step S705) . Next, the reproduction termination 
control section 26 generates, based on the license ID and the use 
outcome information, a renderer termination request message and 
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transmits the message to the DRM client (step S706) . 
[0112] Next, the reproduction termination control section 

26 receives and analyzes a client termination response message 
transmitted from the DRM client as a response to the renderer 
termination request message (step S707), and advances to an 
operation of step S708. 

[0113] In step S708, the reproduction termination control 

section 26 generates a renderer termination response message 
containing an outcome regarding the reproduction termination, 
transmits the renderer termination response message to the 
application 1 (step S709) and ends the process. 

[0114] FIG. 22 is a flowchart showing an operation of the 

DRM client 3 when there is a termination request from the renderer 
2. Hereinafter, the operation of the DRM client 3 when there is 
a termination request from the renderer 2 will be described with 
reference to FIG. 22. 

[0115] First, a termination request reception section 34 of 

the DRM client 3 receives a renderer termination request message 
from the renderer 2 (step S801) . Next, the termination request 
reception section 34 analyzes the received renderer termination 
request message and extracts a license ID and use outcome 
information to supply the license ID and the use outcome 
information to the control section 32 (step S802) . 
[0116] Next, the control section 32 recognizes the license 

of an update object based on the supplied license ID, and causes 
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the use situation update section 36 to update the license use 
situation information based on the supplied use outcome 
information (step S803) . To be more specific, at this time, the 
use situation update section 36: increases the number of times 
used of the use situation information based on a flag indicating 
whether or not the contents are used as indicated in the use outcome 
information; increases the use time contained in the use situation 
information based on a time when the contents are used; and, 
provided that the use is an initial use, updates the use time and 
date to the present time and date. The control section 32 
overwrites and saves the license, whose use situation information 
is updated by the use situation update section 36, in the license 
storing section 31. 

[0117] Next, the control section 32 releases the lock of the 

license corresponding to the license ID (step S804) . Next, the 
control section 32 creates a client termination response message 

(step S805) , transmits the message to the renderer 2 (step S806) 
and ends the process. 

[0118] Thus, according to the aforementioned embodiment, 

multimedia- type contents are divided into a main resource and a 
sub resource; and a license is managed only for the main resource 
to solve the trouble of a license being updated, which makes it 
impossible for a main part of a motion picture to be reproduced 
when a menu screen, or the like, is used. Therefore, by the 
aforementioned embodiment, a data structure appropriate for 



performing rights management of multimedia- type contents, a 
recording medium storing data of the data structure, a 
reproduction device and a reproduction method for reproducing the 
data, are provided. 

[0119] Further, according to the aforementioned embodiment , 

all the sub resources are compressed as an EZP file. In the case 
of reproducing contents, a renderer decrypts the EZP file using 
a contents key, thereafter extracts the decrypted EZP file, and 
temporarily stores the extracted file. A decoding section of a 
browser, or the like, reads each of the temporarily stored files 
and reproduces a sub resource. The operational load of the 
renderer is, therefore, lightened. Since, an EZP process module 
constructed by a decryption section and at a cache section is small 
in scale, the EZP operation module can be constructed in hardware. 
Therefore, the EZP operational module (at least the decryption 
section thereof) can easily be tamper resistant. A decoding 
section of a browser, or the like, can not easily become tamper 
resistant, but, by making the EZP operation module (at least the 
decryption section of it) tamper resistant, exposure of a contents 
key to the outside is prevented. Also, even in the case where 
a decryption section is set with software, the decryption section 
can easily be tamper resistant. Also, extracted sub resources 
are deleted after a predetermined period of time, and therefore, 
can resist static attacks. Further, since extracted sub 
resources are temporarily stored, a decoding section of a browser, 
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or the like, does not need to perform a use completion report when 
a reproduction is terminated. 

[0120] Also, though according to the aforementioned 

embodiment sub resources are compressed, the sub resources do not 
5 need to be compressed. In the case where the sub resources are 
not compressed, the renderer omits the extraction operation of 
step S211 shown in FIG. 16. Also, though according to the 
aforementioned embodiment, all the sub resources are decrypted 
collectively, each sub resource may be individually decrypted. 
10 In such case, in steps S209 through S213 shown in FIG. 16, the 
renderer decrypts the sub resource individually, extracts and 
caches each sub resource . Also, the renderer may, without caching 
the sub resources, decrypt and/or extract sub resources for each 
reproduction . 

15 [0121] A mult imedia- type contents reproduction device, a 

reproduction method and a recording medium having stored data used 
for the same of the present invention, are suited for performing 
rights management for multimedia- type contents and are useful in 
the field of contents distribution and the like. 



20 



